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(d) Information a bank discloses outside
of an exception. If a bank discloses non-
public personal information to a non-
affiliated third party other than under
an exception in §§40.14 or 40.15 of this
part, the third party may disclose the
information only:

(1) To the bank’s affiliates;

(2) To the third party’s affiliates, but
the third party’s affiliates, in turn,
may disclose the information only to
the extent the third party can disclose
the information; and

(3) To any other person, if the disclo-
sure would be lawful if the bank made
it directly to that person.

§40.12 Limits on sharing account num-
ber information for marketing pur-
poses.

(a) General prohibition on disclosure of
account numbers. A bank must not, di-
rectly or through an affiliate, disclose,
other than to a consumer reporting
agency, an account number or similar
form of access number or access code
for a consumer’s credit card account,
deposit account, or transaction ac-
count to any nonaffiliated third party
for use in telemarketing, direct mail
marketing, or other marketing
through electronic mail to the con-
sumer.

(b) Ezxceptions. Paragraph (a) of this
section does not apply if a bank dis-
closes an account number or similar
form of access number or access code:

(1) To the bank’s agent or service
provider solely in order to perform
marketing for the bank’s own products
or services, as long as the agent or
service provider is not authorized to di-
rectly initiate charges to the account;
or

(2) To a participant in a private label
credit card program or an affinity or
similar program where the participants
in the program are identified to the
customer when the customer enters
into the program.

(c) Examples. (1) Account number. An
account number, or similar form of ac-
cess number or access code, does not
include a number or code in an
encrypted form, as long as the bank
does not provide the recipient with a
means to decode the number or code.

(2) Transaction account. A transaction
account is an account other than a de-

§40.13

posit account or a credit card account.
A transaction account does not include
an account to which third parties can-
not initiate charges.

Subpart C—Exceptions

§40.13 Exception to opt out require-
ments for service providers and
joint marketing.

(a) General rule. (1) The opt out re-
quirements in §§40.7 and 40.10 do not
apply when a bank provides nonpublic
personal information to a nonaffiliated
third party to perform services for the
bank or functions on the bank’s behalf,
if the bank:

(i) Provides the initial notice in ac-
cordance with §40.4; and

(ii) Enters into a contractual agree-
ment with the third party that pro-
hibits the third party from disclosing
or using the information other than to
carry out the purposes for which the
bank disclosed the information, includ-
ing use under an exception in §40.14 or
40.15 in the ordinary course of business
to carry out those purposes.

(2) Example. If a bank discloses non-
public personal information under this
section to a financial institution with
which the bank performs joint mar-
keting, the bank’s contractual agree-
ment with that institution meets the
requirements of paragraph (a)(1)(ii) of
this section if it prohibits the institu-
tion from disclosing or using the non-
public personal information except as
necessary to carry out the joint mar-
keting or under an exception in §§40.14
or 40.15 in the ordinary course of busi-
ness to carry out that joint marketing.

(b) Service may include joint marketing.
The services a nonaffiliated third party
performs for a bank under paragraph
(a) of this section may include mar-
keting of the bank’s own products or
services or marketing of financial
products or services offered pursuant
to joint agreements between the bank
and one or more financial institutions.

(¢) Definition of joint agreement. For
purposes of this section, joint agreement
means a written contract pursuant to
which a bank and one or more financial
institutions jointly offer, endorse, or
sponsor a financial product or service.
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